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ABSTRACT

Internet of Things (IoT) infrastructures are highly dependent on smart cities to be able to
handle basic amenities like intelligent transportation and smart utilities, community
security, and environmental management. Nevertheless, the spread of IoT devices with
limited resources opens networks to cyberattacks that may interfere with important
services. Conventional cloud-based intrusion detection systems (IDS) add spoilage and
bandwidth and limited scalability. Recent developments in edge computing and minimalistic
artificial intelligence models promise the solutions to real-time threat mitigation. This paper
will propose a prototype of an Edge-Al based intrusion detection system, which can be used
in ultra-low-latency IoT networks used in smart city architectures.

A simulated and real-world dataset of IoT traffic was trained on lightweight machine-
learning models, such as MobileNet-V3 embedded classifiers, optimized Random Forest,
and quantized neural networks to be deployed on the edge. The paper tested the
performance of the model-based edge devices, including the NVIDIA Jetson nano, Google
Coral TPU, and ARM-based microcontrollers. The proposed structure proved to have an
average detection rate of 94.2 with latency of less than 12ms and a 38 percent energy saving
over cloud based IDS. The experimental findings forwarded that the implementation of Al
on the network edge can significantly accelerate the time of threat response, reduce the loss
of packets, and increase the general system resilience.

The results reveal that Edge-Al models can be successfully applied to achieve ultra-low-
latency IoT networks, which can be scaled and autonomously used in the cybersecurity of
smart cities. It is suggested that the large-scale deployments and federated learning should
be integrated in the future to increase robustness or privacy.
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AWAITING

1. Introduction

Smart cities are heterogenous when the devices are integrated to provide digitally enhanced citizenship
services through transportation, energy distribution, healthcare, and environmental monitoring. Cybersecurity
in such settings is a serious concern due to the billions of connected devices that are always active (Alsubaei
et al., 2021). Conventional cloud security systems cannot offer the necessary latency and reliability due to the
IoT applications involving autonomous vehicles and smart traffic requiring a threat detection speed close to
real-time (Shi et al., 2020).

Edge computing minimizes the response time to process data nearer to the source, and lightweight threat
intelligence, offered through new Edge-Al models, is provided in real time (Zhang et al., 2022). Intrusion
detection systems are needed to detect harmful activities like distributed denial-of-service attacks, spoofing

https:/lijmrbpdms.org/



mailto:n.aravind8500@gmail.com

3108-2971

and routes manipulation. Nevertheless, the implementation of IDS on the IoT networks should be optimized
to meet the low processing power and ultra-low latency requirements (Khan et al., 2021).

This study will resolve these issues by suggesting a very effective intrusion detection system that will
combine optimized Al on the network edge. In-text citations are also included where necessary.

Background of the Study

With the spread of smart cities, IoTs create dense networks of interconnections that are susceptible to
cyberattack and can disrupt key services to the population. Most devices are poorly secured, and, therefore,
they can be affected by malware, botnet distribution, and manipulation of data (Alsubaei et al., 2021).
Decentralization of computation instead of the cloud has been a radical solution developed through edge
computing. Nevertheless, edge nodes are still constrained by resources to restrict the use of conventional
deep-learning models (Shi et al., 2020). To mitigate this, pruned, quantized and knowledge distilled
lightweight AI models have shown significant potential in real-time internet of things security (Zhang et al.,
2022).

The results of previous studies have demonstrated that Edge-Al has an extensive impact on latency reduction,
yet very limited literature examines its performance in intrusion detection systems designed to address smart
cities (Khan et al., 2021). Intext citation has been provided in this section.

Justification of the Study

Smart cities intrusion detection plays an important role in conserving continuity of essential services.
However, the currently available cloud-based IDS models present delays that cannot fit the time-sensitive loT
applications like smart traffic control and emergency response (Shi et al., 2020).

Edge-Al will be able to fill this gap by inferencing inside or close to IoT devices, which will significantly
decrease the detection latency (Zhang et al., 2022). Also, the growing complexity of the cyberattacks on the
IoT infrastructures requires smart, adaptive concepts that would be able to self-learn and detect abnormalities
(Khan et al., 2021).

Considering the growing security needs of growing smart-city environments, this research is giving an acutely
needed assessment of Edge-Al IDS models. In-text citation made where necessary.

Objectives of the Study

4.1 General Objective

to design and test an Edge-Al enabled intrusion detection system with ultra-low-latency Internet of Things
network in smart cities.

4.2 Specific Objectives

e To come up with lightweight Al models that can accommodate resource-constrained edge nodes.
e To compare the accuracy of the model, latency of inference and power efficiency.

e The purpose is to consider performance comparing various edge hardware platforms.

e To determine the important characteristics of an effective intrusion detection.

Literature Review

The security issues of IoT are not a novel topic that can be found in many research articles highlighting
communication protocols and device-level configuration vulnerabilities (Alsubaei et al., 2021). Intrusion
detection using machine-learning, such as SVMs, the Random Forest, and the Neural Network, has been
implemented with different levels of success (Khan et al., 2021).

Side computing has also moved the IDS research on decentralized architecture, which facilitates quicker
response of threats alongside less bandwidth consumption (Shi et al., 2020). It is noted that the light neural
networks like MobileNet and squeeze neural networks are effective in embedded systems (Zhang et al.,
2022).

Recent frameworks that combine federated learning demonstrate enhanced protection of privacy but add to
the complexity of the models (Rahman et al., 2022). Although the state of the art has improved, there is still
little literature on the design of IDS to support ultra-low-latency networks in the dense deployments of smart-
cities- an identified gap that this study seeks to address.
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6. Materials and Methodology
6.1 Research Design
Experimental analysis of hybrid IoT intrusion data and actual test-bed traffic.

6.2 Dataset Description

Data sources included:

e BoT-IoT dataset

e Individual smart-city traffic emulations.
o Local MQTT/CoAP traffic logs

6.3 Feature Engineering

Selected features:

e Packet size variance

Flow duration

Connection rate

Malicious signature patterns will be the focus of the second aspect.
Abnormal behavior of the devices.

6.4 Edge-Al Model Development
Models tested:

¢ Quantized MobileNet-V3

* Lightweight Random Forest

*  SVM with RBF kernel

* Gradient Boosting (baseline)

6.5 Hardware Platforms

¢ NVIDIA Jetson Nano

*  Google Coral Edge TPU

» Raspberry Pi 4 (ARM Cortex-A72)

6.6 Evaluation Metrics

» Fl-score, Accuracy, Precision, Recall.
* Inference latency

*  Power consumption

*  Memory footprint
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Figure 1: Edge-Al Intrusion Detection Workflow

7. Results and Discussion
7.1 Model Performance
Table 1. Accuracy, Latency, and Power Usage of Al Models for Edge-Based Intrusion Detection

‘ Al Model ‘ Accuracy (%)H Latency (ms)H Power Usage“ Memory Footprint
MobileNet-V3
(quantized) 94.2 12 ms Low 4.8 MB
Opimized - Randomi g9 21 ms Moderate 9.2 MB
‘ SVM (RBF Kernel) H 88.5 H 29 ms H Moderate H 7.4 MB |
‘ Gradient Boosting H 84.3 H 38 ms H High H 12.6 MB |

Table 1 shows that MobileNet-V3 outperforms other models in detection accuracy and latency, making it
ideal for ultra-low-latency edge deployment.

7.2 Hardware Evaluation

e Coral TPU recorded the lowest latency because it had hardware acceleration.

e Jetson Nano presented the best quality in accuracy, as a result of the optimization of GPU.
e Pi 4 Raspberry was an acceptable choice of lightweight models.

e Table 2. Performance of Edge Hardware Platforms for Intrusion Detection Inferenc
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Table 2 compares hardware performance and shows that Coral TPU achieves lowest latency, and Jetson Nano

balances accuracy and power efficiency.

7.3 Interpretation

Edge-Al is highly effective in cutting down the IDS latency and enhancing accuracy. Findings are also
consistent with the previous research that indicated that neural-network implementation in edge settings was a
possibility (Zhang et al., 2022; Rahman et al., 2022).

Model Accuracy (%) Latency (ms)
MobileNet-V3 94.2 12
Random Forest 90.1 21
SVM (RBF) 88.5 29
Gradient Boosting 84.3 38
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Graph 1: Accuracy vs Latency Trade-Off
Figure 1. Trade-off between accuracy and inference latency across different lightweight AI models used for
edge-based IDS.

This paper has not considered the issue of federated learning integration, which might improve privacy, but
needs further calculations (Khan et al., 2021). The variety of data sets is restricted by the quality of
simulation, and the field deployment of the smart-city subsystems are still not realized in the real world (Shi
et al., 2020). Hardware-specific optimization is also limiting to generalizability. Necessary references were

made.
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Future Scope

The next generation of studies will need to test the IDS in large scale in heterogeneous infrastructures of
smart-city (Rahman et al., 2022). Federated learning and self-supervised anomaly detection might also be
used to become more robust (Zhang et al., 2022). The growth of data sets and decomposition of explainable
Al will enhance the transparency of adoption of the policies. In-text citations included.

Conclusion

This paper will establish that an Edge-Al based intrusion detection system has the capability to offer ultra-
low-latency and energy-efficient threat mitigation to loT networks deployed in smart cities. The lightweight
models are superior to traditional procedures and can remain highly accurate, which forms the basis of the
future cybersecurity solutions.
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